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Executive Summary

Kenya has emerged as one of Africa's leading digital
economies through sustained investments in digital
public infrastructure, mobile financial services,
innovation ecosystems, and electronic government
services. Flagship initiatives, including the Digital
Superhighway Programme, Konza Technopolis, and
the National Artificial Intelligence Strategy 2025 to
2030, have accelerated digital transformation and
strengthened Kenya's position as a regional
technology hub. However, increasing dependence
on foreign owned digital infrastructure and external
data ecosystems presents strategic risks to national
resilience, economic competitiveness, and policy
autonomy.

This brief argues that strengthening digital
sovereignty, defined as the state's capacity to
independently govern, secure, and derive economic
value from its critical digital assets while maintaining
beneficial global technology partnerships, is
essential for securing Kenya's digital future. It
identifies four interconnected policy challenges.
First, an estimated 95 percent of government data
resides on foreign owned cloud infrastructure,
exposing critical systems to cyber risks, supply chain
disruptions, and external jurisdiction. Second,
artificial intelligence, digital platforms, and cyber
threats are outpacing existing governance
frameworks, creating regulatory gaps. Third,
research and development investment remains at
0.4 percent of GDP, while limited artificial intelligence
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talent constrains technology production. Fourth,
digital diplomacy and regional digital leadership
remain underutilized.

To address these challenges, Kenya should adopt a
National Digital Sovereignty Strategy integrating
digital infrastructure, data governance, artificial
intelligence, cybersecurity, innovation policy, and
international cooperation. Strengthening trusted
digital systems, investing in indigenous digital
capabilities, and advancing regional digital
governance will enhance resilience, increase
economic value creation, and consolidate Kenya's
position as a leading digital economy in Africa.
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Digital technologies are fundamentally reshaping
global economic systems, governance structures,
national security frameworks, and international
relations. Artificial intelligence, cloud computing, big
data, digital platforms, and digital public
infrastructure have evolved from commercial tools
into strategic assets that determine countries'
economic competitiveness, innovation capacity, and
geopolitical influence. As digital technologies
become embedded within critical sectors such as
finance, healthcare, education, energy, transport,
and public administration, governments are
increasingly focusing not only on expanding digital
access but also on strengthening their capacity to
govern, secure, and derive value from digital
ecosystems.

Globally, countries are adopting digital sovereignty
strategies aimed at reducing strategic vulnerabilities
while maintaining participation in interconnected
global markets. The European Union's Gaia-X
initiative, India's India Stack and data locali-
zation requirements, and Nigeria's revised National
Digital Economy Policy and Strategy (2020-2030)
exemplify approaches that seek to exercise strategic
choice over critical digital infrastructure, enhance
data governance, promote responsible artificial
intelligence development, protect cybersecurity
resilience, and support indigenous technological
capabilities. Digital sovereignty does not imply
technological isolation or rejection of international
partnerships; rather, it reflects a country's ability to
exercise strategic choice, regulate critical digital
assets, and participate in the global digital economy
from a position of greater capability and resilience.

Kenya has made significant progress in digital
transformation and has established itself as one of
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Africa's leading digital economies. The success of
mobile financial services, particularly M-Pesa which
now processes over KSh 35 trillion annually,
expanding broadband connectivity through the
10,000-kilometer National Optic Fibre Backbone
Infrastructure, growth of technology enterprises,
and establishment of the Konza Technopolis as a
dedicated innovation district demonstrate the
country's commitment to leveraging technology for
economic transformation. These initiatives support
national development priorities by enhancing service
delivery, promoting innovation, expanding digital
inclusion, and strengthening Kenya's competi-
tiveness within the regional and global digital
economy.

Despite these achievements, Kenya's digital
ecosystem remains characterized by significant
dependence on foreign-owned cloud infrastructure
including Amazon Web Services, Microsoft Azure,
and Google Cloud, multinational digital platforms,
externally developed artificial intelligence systems,
and cross-border data processing arrangements.
While these partnerships have accelerated
technological advancement, they also create
strategic vulnerabilities related to cybersecurity,
data governance, supply chain disruptions, the
extra-territorial reach of foreign legislation such as
the United States CLOUD Act, and limited domestic
value creation. The increasing importance of artificial
inteligence and data-driven innovation further
underscores the need for Kenya to strengthen
control over strategic digital resources while
fostering global cooperation. The primary policy
challenge is therefore not whether Kenya should
participate in the global digital economy, but how it
can strengthen domestic capabilities while
maintaining beneficial international technology
partnerships.
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Atthe same time, emerging continental frameworks,
including the African Union Digital Transformation
Strategy 2020-2030, the African Continental Free
Trade Area Digital Trade Protocol, the Malabo
Convention on Cyber Security and Personal Data
Protection, the Smart Africa Alliance, and East
African Community digital integration initiatives,
provide opportunities for Kenya to shape regional
approaches to digital governance. By strengthening
domestic capabilities while advancing collective
African digital interests, Kenya can enhance techno-
logical resilience, promote inclusive innovation, and
consolidate its position as a strategic leader in
Africa's digital transformation.

The rapid evolution of artificial intelligence, digital
platforms, and cyber threats further increases the
complexity of digital governance. The National
Artificial Intelligence Strategy 2025-2030, the Data
Protection (General) Regulations 2021, and the
National Cybersecurity Strategy 2022-2027 provide
important foundations. However, these instruments
require continuous adaptation to address emerging
challenges such as algorithmic bias, Al-generated
misinformation, cyber-enabled economic crime,
digital influence operations, and wvulnerabilities
affecting critical information infrastructure across
the finance, energy, health, and telecommu-
nications sectors. Without coordinated governance
approaches, technological advancement may
deepen existing inequalities, undermine public trust,
and expose critical systems to emerging security
threats.

Furthermore, Kenya's transition from a technology
adoption model towards technology production
remains constrained by limited investment in
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research and development, with public R&D
expenditure concentrated in agriculture and health
while digital technologies receive less than 12% of
total research funding, shortages of advanced digital
skills, venture capital availability below KSh 10
billion annually for deep-tech startups, and weak
commercialization pathways for indigenous innova-
tions. Without stronger domestic capabilities, Kenya
risks remaining primarily a consumer of externally
developed technologies rather than becoming a
producer of digital solutions capable of competing
regionally and globally.

Addressing these risks requires a comprehensive
digital sovereignty framework that integrates
infrastructure development, data governance,
artificial intelligence regulation, cybersecurity
resilience, digital industrial policy, skills development,
and international cooperation. A coordinated
national approach will enable Kenya to reduce
strategic vulnerabilities while preserving openness to
global innovation, investment, and technological
partnerships.
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The following issues remain pertinent in strength-
ening Kenya's digital sovereignty.

Dependence on Foreign Digital
Infrastructure and Data Ecosystems

Kenya's digital transformation has generated
significant economic and governance benefits.
However, growing dependence on externally
controlled digital infrastructure, data ecosystems,
and artificial intelligence capabilities presents a
strategic vulnerability. The National Transport and
Safety Authority, the Judiciary e-filing system, and
multiple county government databases operate on
foreign cloud services governed by non-Kenyan law.
While international technology partnerships have
accelerated digital development, excessive reliance
on foreign-owned cloud services, digital platforms,
and Al systems may constrain Kenya's ability to
secure critical digital assets, influence technology
standards, and capture greater economic value from
its digital economy. The 2023 global outage of a
major cloud provider that disrupted Kenyan financial
services illustrates the operational risks of this
dependency.

Data sovereignty represents a related challenge.
As data increasingly drives artificial intelligence,
innovation, research, and digital trade, countries with
stronger data governance capabilities are better
positioned to generate economic value and shape
technological development. Although Kenya has
established a robust data protection framework
under the Office of the Data Protection
Commissioner established in 2020, fragmented
data-sharing systems and significant external
processing of Kenyan data constrain opportunities
for local innovation and strategic oversight. The
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absence of a national data registry identifying where
government data is stored and processed prevents
systematic risk assessment.

Artificial intelligence introduces additional
dependency risks due to Kenya's reliance on
foreign-developed models, computing infrastru-
cture, and datasets. Kenyan businesses and
government agencies predominantly use Al systems
developed by OpenAl, Google, Meta, and Microsoft,
trained on non-Kenyan data and optimized for
non-African contexts. This reliance on externally
developed Al systems creates challenges relating to
algorithmic transparency, accountability, bias, and
alignment with Kenya's socio-economic realities.
The limited availability of locally relevant datasets,
insufficient Al research capacity, and gaps in
technical expertise may reduce Kenya's ability to
develop, evaluate, and govern Al systems effectively.
Without investment and appropriate safeguards in
local Al research capacity, high-quality datasets, and
advanced computing capabilities, Kenya risks
remaining a technology consumer rather than a
producer of Al solutions suited to African contexts.
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